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Abstract: The increasing circulation of misinformation and fake news in online environments poses growing and unpedictable
risks to tourism destinations and geosites, where accurate communication is essential for visitor safety, heritage protection, and
destination reputation. This problem is further intensified by the rapid and unchecked spread of digital content. This study
develops a supervised machine-learning approach to identify deceptive content in tourism-related texts by combining domain-
specific keywords extracted from the abstracts of the GeoJournal of Tourism and Geosites with a pre-labelled fake-news corpus.
The text preprocessing phase utilized comprehensive Natural Language Processing techniques to clean the textual data, eliminate
noise, and ensure high-quality feature extraction. Using Natural Language Processing techniques and five classification
algorithms (logistic regression, Support Vector Machine, boosted decision tree, decision forest, and neural network), the models
were trained and evaluated within the Microsoft Azure environment. Results show that simpler and more interpretable models,
particularly boosted decision trees and logistic regression, outperform neural networks on the sparse, tourism-filtered dataset,
achieving high accuracy, precision, and F1 scores. The performance evaluation was strictly validated through comprehensive
confusion matrices and Receiver Operating Characteristic curves to compare overall classifier efficiency. The findings highlight
the vulnerability of geosites to misinformation, especially regarding natural hazards, geomorphological features, and heritage
narratives, and demonstrate the potential of Al-based tools to support reliable communication and decision-making in tourism
management. The study provides a foundation for future multilingual and geospatially enhanced misinformation-detection
systems that can strengthen the resilience and sustainability of tourism destinations and geosites.
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* * * * * *

INTRODUCTION

The tourism and geosite sector faces numerous challenges related to resource management and preserving natural and
cultural heritage. These challenges cover a wide range of concerns, from the ecological impact of tourism activities and
maintaining the quality of natural environments crucial for attracting visitors, to mitigating the risks posed by natural
hazards to tourism infrastructure and visitor safety. For instance, issues such as visitor capacity management or preserving
biodiversity in tourist areas are often discussed on social media platforms. These platforms, while serving as important
channels for information dissemination about tourism and geosites, also present opportunities for the spread of
misinformation, manipulation of public perception, and the proliferation of fake news.

Misinformation, disinformation, and fake news, which are increasingly prevalent in publications and social media posts
in the field, have been shown to have a significant impact on tourism and the number of visitors, reputation, and heritage
issues of geosites. Numerous scientific articles highlight that such information distortions affect tourists' attitudes, risk
perception, and ultimately their choice of destination, and can distort tourists’ decisions, potentially affecting the image and
reputation of these regions and trust in tourism service providers in the long term. Among others, Tham & Chen (2022)
point out that when fake news spreads rapidly, tourists often respond with distorted risk perception, avoiding certain
destinations or choosing new locations based on a false sense of security. Misleading health, weather, or public safety
information resulting from disinformation can cause serious long-term damage to a given region.

Misinformation, fraudulent "guerrilla marketing," or clickbait fake news at heritage sites can directly reduce visitor
numbers, weaken local communities' trust in tourism operators, and even jeopardize the sustainability of the local
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economy due to excessive or unjustified fears (Fedeli, 2020). Tourists’ experiences have an effect on the reviews of
platforms such as Tripadvisor or booking.com, distorting the ratings that tourists take into account (Akay, 2020; Dina &
Juniarta, 2022). Although research on the impact of fake news is becoming increasingly widespread (see, for example
Allcott & Gentzkow, 2017; Bastick, 2021; Karas, 2024; Lazer et al., 2018), and there are numerous scientific works
dealing specifically with the flow of authentic information, local heritage protection issues, cooperation between
destination management organizations and tourism businesses, and many other issues in the context of tourism and
geosites (Kaszas et al., 2025; Vasist & Krishnan, 2023), there is currently a lack of work supporting the detection of
fake news in this field using machine learning algorithms. This paper aims to fill this gap by developing a supervised
machine learning model for identifying fake news related to this domain.

A specialized dataset is constructed for model training, comprising labeled social media posts containing keywords
relevant to the Geojournal of Tourism and Geosites’ (GTG) thematic scope, focusing on resource management and heritage
preservation. The training resulted in a complex model that integrates learning processes, machine learning algorithms, and
best practices, using various data preparation, text processing, text analysis, and hyperparameter optimization techniques. It
is important to clarify that our model does not classify GTG articles themselves. Instead, we extract a domain-specific
keyword set from GTG abstracts and apply it to a global, not tourism-specific dataset to isolate social media post items
typically relevant to tourism and geosites. The model therefore evaluates tourism-related fake posts within a general fake-
news corpus. The primary metric for evaluating the model is prediction accuracy, but we also compared the reliability of
the results with additional mathematical-statistical metrics such as precision, recall, and F1 score.

The aim of the research was to improve the reliability of online information about tourism and geosites by providing a
mechanism for detecting and mitigating the propagation of misinformation. The intended outcome is to facilitate evidence-
based decision-making, promote critical evaluation of online content, and increase public understanding of the complex
factors influencing the management and preservation of tourism destinations and geosites.

GEOGRAPHICAL DIMENSIONS OF FALSE NEWS IN TOURISM AND GEOSITES

Cyberspace, especially social media, has become the primary source of information today, but unfortunately, it also
provides opportunities for deception, manipulation, and influencing public opinion through questionable or outright
false news appearing on online platforms. The misleading nature of this information overload threatens not only the
safety of individuals but also the functioning of society, the existing order, and trust in the media (Idiongo, 202 4).

The concept of fake news is highly complex and lacks a universally accepted definition (Gelfert, 2018), as it overlaps
with other information disorders such as misinformation (false information shared without intent to harm, usually based
on a misunderstanding — see Gelfert, 2018; Cook et al., 2015) and disinformation (false information deliberately created
to deceive, often driven by political or financial goals) (Lazer et al., 2018). The most accepted approaches define fake
news by intent, content authenticity, and dissemination methods (Walters, 2018).

The main threat of such information lies in its difficulty to verify and its strong influence on public opinion. This
phenomenon is particularly critical in sectors where real-time, reliable information is crucial, such as tourism, where
tourists often rely on online sources when assessing risks and natural hazards or searching for destinations (Akay, 2020).

It can be concluded that the rapid spread of misinformation and fake news has become a widespread challenge in
many areas of society, and tourism is no exception. In tourism, and especially in specialized areas such as geotourism
and geosites, misinformation can have serious consequences. Just think about false information on natural hazards,
caves, geoparks, geomorphological features, and archaeological sites. In this chapter, we examine the spatial variability
of these phenomena, highlighting how distorted or false information affects visitors' value judgments, safety, and the
preservation of heritage sites. We illustrate these topics with regional examples, including volcano tourism, myths about
archaeological sites, and conspiracy theories about geomorphological specialities.

Geotourism focuses on geological heritage sites such as caves, volcanoes, geoparks, and other unique
geomorphological structures, and offers numerous opportunities for regions with natural monuments of regional,
national, or international significance (Strba, 2015). These sites attract visitors because of their scientific, cu ltural, and
aesthetic value. However, the specialized and sometimes esoteric knowledge of the history and characteristics of these
places makes them particularly vulnerable to misinformation (Kaszas et al., 2025). False or exaggerated information
about geological hazards, rarities, or supernatural phenomena often spreads through social media, travel blogs, and
informal word of mouth, creating a distorted image among tourists (Hilberts et al., 2024).

Misinformation about natural hazards has direct safety implications. For example, underestimating volcanic activity
or seismic risks at certain tourist destinations can expose tourists to unforeseen dangers, jeopardizing visitor safety and
undermining trust in travel organizers (Bonadonna et al., 2022).

Conversely, exaggerating threats can deter visitors, which can impact local economies that rely on geotourism. The
problem is similarly acute in cave tourism, where myths or unfounded claims about hidden treasures, paranormal
phenomena, or mysterious stories can lead to an increase in unauthorized visits and physical damage to fragile
ecosystems. Sites such as the volcanoes of Vesuvius (Italy), Merapi (Indonesia), and Kilauea (Hawaii) are prime targets
for misinformation and conspiracy theories, ranging from denial of volcanic activity to completely irrational exaggerations
(Brantley et al., 2019; Barberi et al., 2008). Local authorities are combating misinformation with scientific information
campaigns, but the rapid spread of false claims on social media remains a difficult problem to address.

Many archaeological and geological sites, such as Stonehenge or the Nazca Lines, are victims of widespread myths and
conspiracy theories (Holtorf, 2005), suggesting, for example, extraterrestrial origins or ancient high-tech civilizations.
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While these narratives increase tourist interest, they often obscure fact-based heritage information, leading to a number
of challenges. Narratives associated with unique geographical features undoubtedly create false impressions in visitors,
leading to environmental destruction and unauthorized actions. The spread of false or misleading information has a serious
impact on both conservation efforts and the reputation of geological sites. Misinformation can lead to inappropriate visitor
behavior, illegal exploitation, or development projects that are incompatible with the preservation of the site. In addition,
distorted narratives affect the image of the destination, negatively impacting visitor numbers or resulting in unsustainable
situations that local infrastructure cannot accommodate, exacerbating tourism overload (Drapela, 2022).

THE ROLE OF MACHINE LEARNING IN TOURISM AND GEOSITES, AND IN IDENTIFYING FAKE NEWS

Parallel to the transformation of the digital information environment, the development of artificial intelligence has
created new risks and opportunities. Artificial neural networks were inspired by early models describing how human
neurons function (see Hodgkin & Huxley, 1952). After basic threshold-based neuron concepts, Rosenblatt’s Perceptron
provided the first learning-capable model and laid the foundation for later neural network architectures (Rosenblatt,
1958). Multi-layer perceptrons were already capable of modeling complex, nonlinear functions (Bishop, 2006), while
the introduction of the backpropagation algorithm (Rumelhart et al., 1986) made the training of deep networks
significantly more efficient. Figure 1 shows the main learning paradigms of Machine Learning. In the 21st century, high
computing power and the availability of large amounts of data have enabled the rise of deep learning.

Convolutional neural networks (CNNs) have revolutionized computer vision (LeCun et al., 1998; Krizhevsky et al.,
2012) and now play a key role in tourism-related applications, such as the automated analysis of satellite images, visual
data indicating volcanic activity, or images taken by tourists. Recurrent neural networks (RNNs) have revolutionized
text data processing (Greff et al., 2017), enabling the analysis of online reviews and tourist opinions. However, RNNs
were effective in processing sequential data, but they struggled with long-term dependencies (Cho et al., 2014) — this
problem was solved by LSTM and GRU architectures, which provided more stable learning for longer sequences
(Hochreiter & Schmidhuber, 1997; Greff et al., 2017). The real paradigm shift came with the advent of Transformer
models (Vaswani et al., 2017), which are able to map the relationships between large amounts of text through self-
attention mechanisms, significantly improving context interpretation. Transformer-based models — such as BERT
(Devlin et al., 2018) or the generative GPT family — are now widely used in disinformation detection, content
classification, and automatic risk reporting. The power of modern neural networks lies in their ability to automatically
recognize complex patterns and make highly accurate predictions (however, more complex models are not necessarily
more accurate — see Rudin, 2019), thus playing an important role in enabling the tourism sector to quickly and
efficiently verify false information. Based on these developments, the main objective of our research was to reliably
identify these type of contents. We aim to achieve this using models based on machine learning algorithms that are
capable of classifying news items and social media posts into true or false groups based on their content.

Machine Learning \
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Figure 1. The main learning paradigms of Machine Learning (Source: made by the Authors)

METHODOLOGY

The aim of the research was to develop a machine learning model capable of identifying fake news within the target
domain with high accuracy and reasonable computational requirements. Labeled data was available for training the
models, so we applied supervised learning (SL) methodology in our research. Supervised learning is one of the
fundamental paradigms of machine learning, where, during the learning process, the system learns the outputs associated
with the inputs (labeled data), enabling it to make accurate predictions for new data (Goodfellow et al., 2016).

The two types of SL approaches are regression and classification, of which we focused on binary classification in the
present study, the aim of which is to classify the phenomena under investigation into two discrete categories (true and
false news). Our goal was to identify a model that could provide the best prediction while still having acceptable
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computational capacity requirements and runtime. The algorithms used ranged from simple, easy-to-understand models
to architectures with high predictive potential but more complex and significantly higher computational requirements.
The selected algorithms can all be integrated into the Azure Machine Learning environment, ensuring modularity,
flexibility, and reproducibility. First, we tested two-class logistic regression suitable for solving binary classification
problems (Kravets et al., 2024). The algorithm is based on a linear predictor and provides detailed probability values for
class membership. This model works well for linear decisions, but it is not always able to recognize complex decision
boundaries. In such cases, the use of decision trees is justified, which structure the model using hierarchical conditions,
minimize the loss function, and are capable of strong prediction (Tanha et al., 2020).

The boosted tree we use can improve the model's performance iteratively by correcting the errors of previous runs.
Since a single decision tree is prone to overfitting, we also used a decision forest, which trains multiple trees in parallel
and provides more stable and robust results through a voting mechanism (Biau, 2012). Due to the relatively diverse
dataset, we also examined the applicability of Support Vector Machine (SVM), which is one of the most commonly used
classification methods due to its good generalization capabilities (Cervantes et al., 2020).

The approach is based on the principle of maximum marginal separation and is particularly effective for high-
dimensional classification tasks. Finally, we also tested classification with neural networks, which, thanks to their
layered architecture, are capable of modeling complex, nonlinear patterns, but require large data sets and significant
computational resources. Figure 2 illustrates the methodology used during the research process.

Tourism/
/\/\/\ eOSIte
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i ? Ena s Mv‘
INPUT Keyword- NLP pre- OUTPUT Decision-
sources based processing classm real/fake support
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Figure 2. Overview of the methodology used in this study, including keyword extraction,
data cleaning, N-gram text vectorization, model training, and evaluation (Source: authors)

Beyond academic use, the model could be applied in the future to predict the veracity of content appearing on social
media platforms, thereby contributing to reducing the spread of misinformation. This chapter provides a detailed
description of the data preparation process, the data cleaning procedures used, the methodology for dividing the data into
training and test sets, and the machine learning algorithms used in the study. The models were built using the Azure
Machine Learning cloud-based environment, which supports the creation of structures, the reproducibility of experiments,
and the comparative evaluation of the effectiveness of different algorithms with its extensive technological toolkit.

Data set and data cleaning

The validation and training sets were provided by the ISOT Fake News detection dataset (Fake and Real News Data),
which is the work of Subhadeep (2022) and a frequently used database in the field of fake news research. Although the
True-False labeling of the data is accurate, the nature of the news used in the database and the unknown context of social
media posts somewhat limit its usability, as does the fact that it covers a limited time interval. At the same time, the
news items are global in nature, come from countless areas, and the dataset contains a particularly large amount of data
(23,502 fake and 21,417 real news items), making it suitable for classifying news. The keywords were collected from
the abstracts of the Geojournal of Tourism and Geosites (GTG) and organized into an Excel spreadsheet, from the very
first issue (2008/Volume 1) to the first issue of 2025. A total of 1003 articles out of 1374 were included in the table (the
rest were not suitable for processing for various reasons, e.g., review articles, manuscript submissions, notes, etc.). Table
1 below shows the keywords collected in relation to the area under study and their frequency of occurrence.

Table 1. Most common keywords from Geojournal of Tourism and Geosites abstracts (2008/1 — 2025/1)

Rank Keyword Occurrence Rank Keyword Occurrence
1 tourism 3379 11 geomorphological 644
2 tourist 1751 12 geomorphosite 61
3 hotel 335 13 beach 59
4 travel 280 14 traveller 58
5 hospitality 137 15 museum 57
6 geosite 87 16 gastronomic 57
7 accommodation 77 17 festival 55
8 restaurant 77 18 archaeological 55
9 tour 65 19 geopark 45
10 cave 64 20 resort 43
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Our keyword corpus derived from GTG abstracts was only used to extract domain-specific keywords from the ISOT
dataset. As a result of keyword filtering, 1,106 topic-relevant entries remained from the original dataset, which proved to be
sufficient for training the models effectively. To validate the relevance of the keyword filtering, a random sample of 50 entries
was manually inspected, revealing that 96% of the content was directly relevant to travel, hospitality, or geospatial context.

The individual records were already labeled as true or false, so the model evaluation process consisted of two phases:
evaluating the results and comparing the predictions with the actual values.

Preprocessing

The first step in compiling the models was to clean up the data in order to obtain uniform, easy-to-manage and
processable records. To do this, we had to correct the mislabeled entries and merge the news “Title” fields with the content.
Empty fields, unreadable characters, and delimiters were removed. The resulting .csv file was still not handled correctly by
Azure, which identified four classes instead of two due to hidden characters and the heterogeneous structure. Removing
non-printable characters solved this problem. During preprocessing, stop words, special characters and multiple spaces
were removed, lemmatization was performed, plurals were converted to singulars, numbers were filtered, and hyphenated
words were separated. This was followed by lowercase conversion, British and American spelling harmonization, sentence
recognition, deletion of unnecessary duplicate characters, and finally, tokenization.

The resulting cleaned dataset was divided into a 20% validation dataset and an 80% training dataset (so, a standard 80-
20 split was used). This resulted in a .csv file containing a total of 2 columns and 1,106 rows. To generate text attributes,
we used N-gram feature extraction, which has proven to be the most effective in our previous research. As its name
suggests, an N-gram is a sequence of "n" elements (usually words or syllables) that the algorithm assigns a specific value
to, thereby facilitating pattern recognition (Joshi et al., 2025). The goal is to identify common expressions and structures for
detecting fake news. During the procedure, in accordance with our previous findings, the N-gram size was set to 3, the
weighting function used a binary approach, the minimum word length was 3, and the maximum was 25 characters.

Training the models

To find the best solution, we tested five different machine learning algorithms, each with numerous different
parameters, in order to produce the most accurate model. The algorithms used were as follows:

- Two-class logistic regression: During model training, different L2 regularization weights (strengths) were used,
ranging from mild (0.01) to stronger penalties, which forced the model to simplify more. The higher the L2 value, the more
the model penalizes excessive weights, resulting in a more general but less flexible model. The optimization tolerance
value was tested in several steps from 1.00001 to 0.00000001. Here, the smaller the value, the more accurate the result, but
at a certain point, the computational requirements become too high — the goal was to find the value where further
refinement does not result in significantly more accurate results.

- Two-class Support Vector Machine (SVM): In the case of the model, the number of iterations was tested between 1 and
100 in three steps. This determined how many times the model could attempt to refine the decision boundary. The lambda
parameter (0.00001; 0.0001; 0.01; 0.1) specified as the regularization parameter determined the model's willingness to
compromise, i.e., it sought to strike a balance between the accuracy of the data points and the model's generalization ability.

- Two-class boosted decision tree: The complexity of the trees was set using the maximum number of leaves per tree
parameter; here, it was run with 2, 8, 32, and 128 leaves to find out how many decision outputs could be generated in a tree
and which setting would yield better performance. Overfitting was avoided by setting the minimum number of samples per
leaf node parameter, where the number of elements varied between 1, 10, and 50. The learning rate (0.025, 0.05, 0.1, 0.2,
and 0.4) determines how quickly the new tree can correct previous errors in the model. In general, the lower the learning
rate, the more stable the result, but the slower the process.

- Two-class decision forest: In the model, the number of trees was varied using 1, 8, and 32 decision trees. Although a
single tree does not constitute an ensemble method in the strict sense, it provides a meaningful baseline for performance
comparison. Increasing the number of trees generally improves predictive accuracy and robustness due to the reduction of
model variance; however, it also results in higher computational costs during both training and evaluation. The complexity
(maximum depth) of each tree was varied between 1 and 64. This parameter determines the maximum number of questions
that can be asked before a mandatory decision is made. Model training employed bootstrap aggregating (bagging)
resampling, ensuring that each tree was trained on a different bootstrapped subset of the original dataset. This technique
promotes model diversity and mitigates overfitting by decreasing sensitivity to noise in the training data.

- Two-class neural network: The network contained 100 hidden neurons to recognize and learn correlations (at an
appropriate speed, avoiding the risk of overfitting). The learning rate was varied between 0.1 and 0.4, searching for the
optimum between a slow and stable, and a fast but less reliable setting, in order to find out what step size is most effective
for learning. Training was performed on the entire dataset in 20, 40, 80, and 160 iterations, respectively, searching for the
balance that avoids both underfitting and overfitting. The training data was shuffled before each epoch.

RESULTS

Table 2 below shows the top-performing runs for each machine learning algorithm, i.e., the models with the best
configurations, based on the metrics of the evaluation executed in Azure.

The configuration of hyperparameters strongly influences the efficiency of an ML algorithm. The process of finding
the specific set of hyperparameter values that leads to the best estimated generalization performance is called
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hyperparameter optimization (HPO) (Bischl et al., 2022). Overall, it can be concluded that not all models achieved
better results with HPO enabled and N-grams applied, as the predictive performance was not always positively affected.

Table 2. Prediction accuracy achieved using different models and components in Azure

Component Modell Model2 Model3 Model4 Model5
Machine Learning Logistic Support Vector Boosted Decision Neural
algorithm regression Machine decision tree forest network
Accuracy 0.955 0.937 0.959 0.864 0.95
Precision 0.97 0.949 0.97 0.831 0.963
Recall 0.956 0.949 0.963 0.978 0.956
F1 Score 0.963 0.949 0.967 0.899 0.959
AUC 0.993 0.977 0.988 0.967 0.993

The most effective algorithm among the various approaches tested was Boosted Decision Tree, resulting in an Accuracy
of 0.959, a Precision of 0.97, and was also the best in F1 Score, that is 0.967. To evaluate the performance of the most
effective model, we applied two widely used tools in the field of binary classification: the confusion matrix to evaluate the
accuracy of classifications (True Positive, False Positive, True Negative, False Negative) (Yang & Berdine, 2017), and the
Receiver Operating Characteristics (ROC) curve, which illustrates the relationship between the True Positive Rate (TPR, or
sensitivity) and the False Positive Rate (FPR, or 1-specificity) across all possible classification thresholds (Gocoglu et al.,
2024). A closer examination of the confusion matrix in Figure 3 reveals that there were only 5 False Negatives and 4 False
Positives out of a total of 1,106 entries. These results indicate an exceptionally high level of model performance and
demonstrate its outstanding predictive accuracy. This can also be seen from the ROC curve in Figure 4.
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Figure 3. Metrics and the confusion matrix

of the most effective model based on Boosted Decision Tree Figure 4. ROC Curve of the most effective model

All machine learning algorithms were also tested in a hyperparameter tuning variant (HPO enabled), which,
interestingly, only led to better results in the case of decision forest-based models. In fact, in the case of boosted
decision trees, the indicators even slightly deteriorated with the use of HPO. (For an explanation, see the Discussions
section.) In the present research, the default "Single Parameter” setting proved to be a strong starting point, performing
exceptionally well on the dataset in the case of the boosted decision tree algorithm, where the search range (maximum
number of leaves per tree) used a setting close to the optimal one (20 leaves), while the HPO search range worked with
2, 8, 32, and 128 leaves, which resulted in models that were either too simple (2 and 8 leaves) or more complex than
necessary (32 and 128 leaves). Similar HPO-anomaly results have been confirmed by other relevant articles,
highlighting that in such cases, default settings (without HPO) often yield the best results (Mantovani et al., 2024),
especially if the settings are well-suited to the dataset (Meaney et al., 2025). The algorithm, based on a neural network,
which performs very well in most areas of text processing, only achieved moderate performance in this comparison.
This result is more understandable, as numerous studies highlight that complex deep models perform worse than
traditional base models in text classification tasks. The results are supported by the findings of Yan & Wu (2018), which
indicate that complex models are often inappropriate when training data is limited.

Simpler models, such as logistic regression or tree-based models, often perform better when applied to small to
medium-sized data sets. Si et al., 2017 also confirm in their study that the use of boosted decision trees in multi-class
tasks with sparse document matrices leads to smaller models and better prediction times, with similar performance.

DISCUSSION

During the research, we tested five different artificial intelligence-based machine learning algorithms (logistic
regression, support vector machine, boosted decision tree, decision forest, and neural network) with the aim of finding
the most effective model for classifying fake news (True vs False) based on Accuracy, Precision, Recall, F1 score, and
AUC. Based on the results, boosted decision trees and logistic regression showed the highest accuracy (0.959 and
0.955), and the best F1 score (0.967 and 0.963), while neural networks also approached these values (Accuracy 0.950),
indicating that although they are more complex, more traditional models can also be highly effective on given databases
(Cervantes et al., 2020). The decision forest proved to be the weakest (Accuracy = 0.864; F1 = 0.899).
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The high AUC values (0.977-0.993) indicate that all models adequately separated the True and False categories.
Contrary to expectations, in the case of boosted decision trees, the use of HPO worsened the results. At first glance, it
seems somewhat surprising that an optimization process would produce results contrary to those expected.

The reason for this phenomenon can primarily be traced back to the fact that excessive optimization of validation
errors arising from smaller data sets can lead to overfitting at the HPO level. As Schneider et al., 2025 also noted in their
relevant study, due to over-tuning, the HPO setting considered to be the optimal may perform less well in critical
situations than if we had simply used the default configuration. So, due to excessive searching, the model does not find a
true global optimum, but rather random validation minima, which leads to further errors.

As we pointed out in the Results section, the performance of neural networks lagged slightly behind that of the best models,
even though they are more complex. The main reason for this is that N-gram-based representation is a classic text processing
technique that creates a very wide but sparse dataset — that is, there are relatively many columns, but most columns have a value
of zero for a given text. Models such as logistic regression and boosted decision trees perform very well in handling this type of
high-dimensional, sparse data (Abramovich & Grinshtein, 2019; Omar et al., 2024). Thus, in text classification, it is not
surprising — as confirmed by the present study — that when using N-grams, these have proved to be the strongest models.

The main advantage of neural networks in Natural Language Processing (NLP) is usually seen when they learn the features
from the raw text themselves e.g. using word embeddings, RNNs, or LSTM models (LeCun et al., 2015). However, to
function truly effectively, they require large amounts of data to learn the more complex patterns that they are particularly good
at recognizing. With relatively small datasets (the database consisted of 1006 records, 80% of which, approximately 805
training samples, were used for training), the neural network can easily overfit or fail to learn the patterns efficiently.

From a practical perspective, the results of this study also have significant operational implications for tourism
managers and geosite administrators. The high-performing machine learning models demonstrated here could support
real-time monitoring systems that automatically flag misinformation relevant to natural hazards, heritage interpretations,
and destination safety—topics that frequently shape visitor behaviour. For instance, early detection of deceptive claims
about volcanic threats, cave collapses, restricted access, or controversial archaeological findings would allow authorities
to respond quickly with verified information, thereby stabilising visitor flows and preventing reputational damage.

The model could also assist DMOs in identifying coordinated misinformation campaigns targeting local tourism
businesses or disseminating misleading sustainability claims. Such automated tools would help organisations prioritise
communication efforts, enhance transparency, and protect geosites from both unnecessary alarmism and harmful over-
promotion. By incorporating Al-based detection mechanisms into routine digital communication strategies, tourism
stakeholders can strengthen resilience against misinformation and ensure that decision-making processes are informed
by credible, timely, and domain-specific data.

Although the used dataset did not contain geolocation attributes, the keyword-filtered tourism-related fake news
identified by the model frequently overlaps with typical geosite misinformation themes such as natural hazards,
archaeological myths, or geomorphological exaggerations. This supports the assumption that automated detection tools
could be adapted later for spatially explicit misinformation monitoring.

CONCLUSION

In summary, it can be concluded that this study has made a domain-specific contribution to the scientific discourse
on the detection of fake news spreading on social media. The research examined the possibility of identifying fake news
from a new perspective, in the context of news related to tourism and geosites.

This approach provided an opportunity to explore how information of uncertain veracity appears and spreads in a
field where reliable communication of natural and cultural values is of paramount importance. During the study, the
performance of five machine learning models — logistic regression, support vector machine, decision forest, boosted
decision tree, and neural network — was compared in a Natural Language Processing-based binary classification task.
The analysis revealed in detail the characteristics and differences in the predictive performance and generalizability of
each algorithm, as well as the extent to which these models are able to reliably identify fake news in the narrower
disciplinary context examined. The results confirm the findings of previous research, namely that in the case of
relatively small, sparse, or unbalanced datasets, simpler, interpretable models — such as logistic regression and tree-
based algorithms — are often more effective at recognizing relevant patterns than more complex neural networks.

The comparative analysis resulted in a model with high predictive accuracy, which may be suitable in practice for
classifying the factual content of social media platforms related to tourism and geosites. Further development of the
model could form the basis of an artificial intelligence-based system that is potentially capable of classifying tourism-
related news appearing on different platforms, thereby promoting authentic online communication and more reliable
information. This model shows particular promise for monitoring high-risk geosites, where misinformation regarding
seismic activity or accessibility can lead to immediate safety hazards. Identifying fake news can directly contribute to
more effective decision-making in the areas of regional development and professional practice, as it enables the rapid
filtering of misinformation related to tourism, recognizes malicious or inauthentic reviews or fake posts by travel
influencers, and helps filter out truly relevant information (Tham & Chen, 2022).

In this way, it supports the work of DMOs, regional decision-makers, and tourism professionals by enabling them to
rely on reliable data and apply better marketing and crisis communication strategies. For instance, DMOs could
incorporate automated misinformation detection into their communication workflows, enabling earlier intervention when
harmful narratives emerge about hazards, accessibility, or heritage sites.
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In addition, real, reliable information has a positive influence on tourists' decision-making and choice of location
(Pagaldiviti, 2025). Automated fake news detection systems raise the reliability of regional management information to
a higher level through real-time monitoring and help prevent economic or social damage caused by fake news. People
are increasingly relying on social media for news content (Gwon et al., 2024). If they can read reliable news, it supports
the sustainability of tourism by strengthening consumer confidence. An additional benefit is that by using validated,
filtered information and automating decision preparation, professional decision-making can be faster, data-driven, and
fact-based (Kovari, 2024), thus having a direct impact on tourism performance and the protection of geosites.

As a future research direction, the use of more advanced deep learning models, such as BERT and large language models
(LLMs), offers promising opportunities for even more accurate recognition of the complex context of natural language. In
addition to expanding the range of models used, the range of data can also be expanded — it may be worthwhile to integrate the
original dataset with additional sources. Furthermore, the development of multilingual and geospatial databases can further
increase the applicability of models in the changing environment of global tourism. The possible integration of such a
multilayer data model could open up another new dimension in the analysis of destination-specific fake content.

LIMITATIONS

It is important to note that the trained models may have limitations that can affect their performance and
generalizability to other datasets. The data used for training (Subhadeep, 2022) covers only a portion of the posts on
social media platforms and a specific interval, which may lead to bias in the predictions.

In addition, the input dataset contained only English-language texts, so it does not reflect the complexity of
international, multilingual social media. However, adapting the model to other languages would require further fine-
tuning, as linguistic structures and n-gram patterns may differ. Furthermore, it does not focus specifically on geospatial
attributes, which would be key in the context of geotourism for the analysis of false information free from errors.

This domain transfer limitation must be addressed in future research. For all these reasons, the detected misinformation
does not necessarily cover the full picture of actual tourism misinformation, so predictions may be distorted, and the model
may find it relatively difficult to classify social media posts that do not fall within the time horizon or context considered.

It must also be seen that text-based fake news detection is unable to handle visual or geolocation falsification, and does
not provide protection against location proofing, which is becoming increasingly significant in the digital environment
(Kim et al., 2023), so it is not possible to support prevention in this regard with the current approach.
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