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Abstract: Egypt's hospitality sector, vital to the country's economy, is rapidly adopting cloud computing for operational 

efficiency and personalization of guests. However, this digital transition introduces significant data security vulnerabilities, 

including the risk of breaches and ransomware. Big Data Analytics (BDA) presents a potential solution to strengthen cloud 

computing data security (CCDS), but mechanisms to effectively utilize BDA for this purpose have not been explored. This study 

examines the relationship between BDA capabilities and CCDS within the Egyptian hotel sector, and proposes organizational 

culture (OC) as a key mediating mechanism. Based on the resource-based view (RBV) and dynamic capability theory (DCT), the 

research examines the direct and indirect effects of big data technological capabilities (BDTC) and big data personal capabilities 

(BDPC) on CCDS. Data were collected through a structured questionnaire from 215 IT managers and directors in mid-scale and 

high-end Egyptian hotels and analyzed using partial least squares structural equation modeling (PLS-SEM). The results confirm 

that BDTC and BDPC both directly and indirectly significantly improve CCDS via OC. This study provides a clear, actionable 

framework for hotel and IT managers in Egypt and similar emerging economies to strategically align their technology 

investments and organizational practices to reduce cloud-related risks and protect valuable data assets. 
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*  *  *  *  *  *  

 

INTRODUCTION              

Egypt's hospitality sector is crucial to its economy, as it is closely tied to the country's rich cultural heritage and key 

geographic locations (Aboushouk & Tamamm, 2023; Ahmed et al., 2025; Herzallah et al., 2025). Millions of 

international travelers are drawn to Cairo, Luxor, Aswan, and the Red Sea resorts every year. Recently, the tourism 

sector has taken significant steps to utilize new technologies, particularly cloud computing, for more efficient 

operations, enhanced guest personalization, and the flexibility required to handle a growing number of tourists (Ahmed 

et al., 2025; Carneiro et al., 2023; Elnagar & Derbali, 2020; Zaki et al., 2025; Herman et al., 2016; Herman, 2009). 

Using cloud platforms promises hotels lower operational costs for their IT infrastructure, as well as simple access to data 

for making fast decisions and introducing new services quickly. Additionally, hotels generate substantial amounts of 

data, which includes guests' preferences, booking patterns, key performance indicators, and comment s left at various 

touchpoints (Noby et al., 2022). Hotels in Egypt can gain a strong position in the industry by leveraging BDA to deliver 

hyper-personalized marketing, manage profits through data-driven means, utilize advanced analytics for preventive 

maintenance, and select resources more effectively (Aziz et al., 2024; Elnagar et al., 2022).  

The aspect of adopting cloud technology systems within the hospitality industry for the processing of personal customer 

information, financial information, and business documents raises key information security risks, such as information breaches 

and violations (Ahmadi, 2024 ; Popescu et al., 2022). A recent research discussed the risks posed to Egyptian hotels, where the 

use of the cloud system risks financial and customer profile information to cyber threats, owing to the absence of appropriate 

infrastructural capabilities within the country (Aboushouk & Tamamm, 2023). Preserving confidentiality, ensuring data 

integrity, and providing access to data (the CIA triad) are the most important considerations (Ernest Chang & Lin, 2007).  
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Like in many similar emerging markets, hotels in Egypt may have limited resources, new rules coming into effect (such 

as Egypt's Personal Data Protection Law), and noticeable skill shortages that increase the possibility of cyber-attacks, 

including data breaches, ransomware, and intrusion. Achieving absolute security in the cloud is vital for businesses today, 

ensuring that guests, regulations, and the brand's reputation remain secure. BDA not only provides businesses with 

important information, but it can also be used to actively identify and mitigate security risks in the cloud by analyzing 

usage patterns, detecting unusual activity, and predicting potential attacks (Noby et al., 2022).  

However, this digital transformation and reliance on cloud platforms introduce significant security vulnerabilities. 

Moving sensitive data, including personal guest details, payment information and proprietary company files, to the cloud 

presents a new set of risks (Aboushouk & Tamamm, 2023). For hotels in Egypt, which may operate with limited resources, 

face new regulations such as Egypt's Privacy Law, and experience a lack of expertise, these risks are heightened, increasing 

susceptibility to cyber-attacks such as data breaches, ransomware, and intrusions. In this context, ensuring data 

confidentiality, integrity and availability (CIA Triad) is not just a technical issue, but a fundamental business imperative to 

protect guest security, regulatory compliance and brand reputation (Ernest Chang & Lin, 2007). 

Cloud computing and BDA are increasingly crucial in the hospitality industry; however, research specifically on the 

combined advantages they offer to enhance data security in Egyptian hotels is lacking. While studies are available on BDA's 

impact on performance (Carneiro et al., 2023) and innovation (Aziz et al., 2024), as well as on security culture, without 

contextualizing the findings (Ernest Chang & Lin, 2007). There is a notable absence of dedicated research focusing on the 

interplay between BDA capabilities and OC, particularly regarding their effects on cloud security. Among the primary risks 

facing Egyptian hotels are inadequate cybersecurity systems, evolving regulations, and the challenge of integrating modern 

technology with traditional operational methods (Gómez-Talal et al., 2024). Due to these vulnerabilities, such establishments 

present appealing targets for hackers, resulting in significant losses, reputational damage, and potential legal implications 

(Noby et al., 2022). Many hotels are unaware of how to better leverage their investments in BDA (tools and skills) to enhance 

their cloud data security. Furthermore, the influence of OC, characterized by cooperativeness, support for innovative ideas, 

consistency, and encouragement of progress, in translating these capabilities into tangible security achievements remains 

unexplored, mainly in this domain. While cloud computing and BDA are increasingly crucial, research specifically examining 

their combined role in fortifying data security within the context of Egyptian hotels is notably absent (Abdelhamied, 2024; 

Noby et al., 2021). Though these two terms, cloud computing and BDAC, are critically explained in digital infrastructure 

across several service-centered industries, existing studies have largely examined them on an individual basis, particularly in 

showing the nexus of operational efficiency and firm performance, where data security and its presence or essence are 

underexplored (Vesterinen et al., 2024; Zizic et al., 2022; Carneiro et al., 2023) and innovation (Aziz et al., 2024), or 

discussed security culture in isolation (Ernest Chang & Lin, 2007). However, a critical gap exists in understanding 

the interplay between BDA capabilities (both technological and personal) and OC, and their subsequent combined effect on 

cloud security outcomes. Many Egyptian hotels struggle with how to strategically leverage their investments in BDA tools and 

skills to enhance cloud data security effectively. Existing studies focused on the influence of OC on BDAC or BDPC and 

cybersecurity, but few studies have examined the mediating role of capabilities such as BDTC or BDPC towards outcomes 

such as CCDS in hotels managing guests' information. The literature indicates the role of OC's characteristics in instilling 

security awareness, but does not capture innovativeness as the moderator in routing employees' talent towards encryption and 

threats in cloud technology (Willie, 2023; Leso et al., 2022; Alsheikh et al., 2018). Global hospitality studies relate big data to 

performance or cloud separately to efficiency, but no empirical models, typically PLS-SEM on 215 IT managers-test OC's 

mediation (6a & 6b) in emerging markets that face tourism-driven data surges. Egyptian contexts discuss security challenges 

without culture-capability linkages, and thus leave IT directors without actionable frameworks. 

The novelty of the model is based on the dual mediation hypotheses, positioning OC as the mediator of technological 

capability (H1& H2) and human capability (H3 & H4)-into security, H5, in a context that fits mid/high-end Egyptian hotels' 

realities, such as legacy systems and cyber risks. The sample size of 215 enables the conduct of a robust PLS-SEM analysis 

that extends the BDAC theory to hospitality security while validating Egypt-specific validates through practical insights for 

managers. This goes beyond descriptive studies by quantifying the indirect effects of informing policy amidst Vision 2030 

tourism goals (Almasoudi et al., 2025; Nche et al., 2022). This research aims to bridge this gap by proposing that a strong OC 

is the pivotal trigger that enables hotels to harness their big data analytics potential for superior cloud CCDS (Figure 1). 

Theoretically, this study contributes to RBV and DCT by integrating perspectives from information systems (BDTC, 

CCDS), human resource management (BDPC), and organizational behavior (OC). It goes beyond examining direct 

impacts to uncover the mechanisms-OC through which technical and human resources are translated into improved 

security outcomes, providing new insights into cybersecurity in the hospitality sector. Practically, it enables managers, 

IT leaders, and cybersecurity professionals in Egyptian hotels to make more effective decisions about how to focus and 

coordinate their current and future investments in BDA, thereby improving efficiency, guest satisfaction, and protecting 

their cloud data against risks. Recognizing that infrastructure, the workforce, and proper culture are essential enables the 

creation of stronger and more reliable information security (Busulwa et al., 2025).  

This theory contributes to research on hospitality technology adoption by integrating information systems constructs 

(BDTC, CCDS), human resource principles (BDPC), and organizational behavior concepts (OC). It highlights the 

importance of conducting further research in various emerging economies (Aziz et al., 2024). It focuses on the mechanisms 

by which technological and human resources contribute to improved security outcomes, primarily through the influence of 

OC. It gives new insights into the RBV and Dynamic Capabilities as applied to cybersecurity. Its results will help other 

businesses in the region, as well as in other developing countries, with related digitalization and security issues. 
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REVIEW OF LITERATURE 

1. Theoretical underpinnings 

1.1. Big data technological capabilities  

BDTC comprises the infrastructure, systems, and components required for organizations to handle and analyze large and 

diverse datasets at high speed. In cloud-based security in hotels, the main points to remember are Connectivity, Modularity, 

and Compatibility. Allowing various systems (such as PMS, POS, CRM, IoT sensors, guest Wi-Fi, and social media) to 

connect provides a more comprehensive way to maintain overall security (Nadkarni et al., 2019). Because the stack is built of 

scalable, changeable components (such as cloud storage buckets, data processing clusters, and analytics tools), hotels can 

handle data growth or update security features without having to rebuild the system from scratch. Ensuring these solutions are 

compatible enables various platforms and data to work together, which is necessary for integrating specialized security tools 

into a hotel's cloud system and databases (Lee et al., 2020). Prior research highlights the transformative role of BDTC in the 

hospitality industry. According to research, its influence is apparent, as studying what customers say online has helped 

hotels provide more suitable services to their guests and improve their satisfaction (Lee et al., 2020). Due to the internet 

and data integration in the hotel industry, a concept called the "Hotel of Things" is being developed, which relies heavily on 

practical and up-to-date BDTC (Nadkarni et al., 2019). Since there are few similar studies in Egypt, research in other 

comparable markets helps demonstrate how BDTC can be improved operationally. Yet, effectively applying the 

components of BDTC, especially their ability to catch unusual activities in the cloud (such as strange access or data 

movement), is understudied and highly crucial for protecting Egyptian hotels' data. Most of the literature highlights benefits 

like serving customers faster or running operations smoothly, but security is often not given sufficient attention. Literature 

discusses BDAC adoption barriers, such as infrastructure and privacy issues in Egyptian hospitality (Aziz et al., 2024; 

Horng et al., 2022; Noby et al., 2021), but does not take into account the direct and indirect routes of BDTC or BDPC to 

CCDS via OC, although cloud transitions are exposing guest payment data to breaches (Ilieş et al., 2017).  

 

1.2 Big data personal capabilities  

BDPC encompasses the knowledge and skills of individuals within an organization, enabling them to utilize big data 

effectively. Security of cloud data in the hotel industry is divided into two essential domains: acquiring technical skills and 

gaining business knowledge. To possess technology skills, one must be efficient in data management, programming (for 

instance, with Python and SQL), statistical analysis, machine learning that identifies irregularities, utilizing cloud systems 

(mainly AWS and Azure), and be familiar with cloud security principles. Knowledge of the hotel industry involves learning 

how the business is run, managing earnings, serving guests, and being familiar with various types of sensitive information 

(like guests' and inventory details). Both sets of skills are essential; staff are expected to utilize data and understand security 

threats to address what may impact guests or the hotel the most in its daily operations (Jiang et al., 2019). 

Human-centric challenges significantly hinder the development and utilization of BDPC. More people interested in data 

science and security work are needed in the hospitality industry, but there are not enough (Nadkarni et al., 2019). Both big 

data and cybersecurity are constantly evolving, which requires large organizations to invest in regular training. Additionally, 

ensuring that people understand how to handle data involves more than just technical classes; it also consists of making data 

literacy accessible to everyone and helping them comprehend the intersection between their work and data protection (Nosrati 

et al., 2024). When organizations resist change, keep teams separated into departments, and fail to clarify security roles, it is 

more difficult for BDPC to be carried out effectively. Overcoming these problems enables Egyptian hotels to leverage 

technology in their cloud systems by implementing security intelligence and best practices. 

 

1.3 Organizational culture  

OC refers to the shared values, beliefs, practices, and standards that determine how technology is used and secured within 

an organization (Al-Ali et al., 2017). Effective use of big data in cloud security relies greatly on cooperativeness 

(collaboration), innovativeness (exploring new security technologies), Consistency (applying established security standards), 

and Effectiveness (meeting security goals efficiently). A workplace that prioritizes these elements will see employees view 

themselves as responsible for security, not just IT specialists (Nosrati et al., 2024). 

It is widely recognized that OC supports better success in adopting technology and in using security practices. Rapid 

sharing of security information and efficient incident response become possible when teams are cooperative. An innovative 

organization explores ways to use BDA instead of waiting to solve problems through standard fixing. Applying data-driven 

security teams uniformly minimizes the possibility of inconsistent actions that lead to weaknesses. Such a culture concentrates 

resources on security efforts, and data analysis proves to yield the most significant payoff in terms of safety (Jiang et al., 

2019). A good security culture, founded on these factors, helps employees stay motivated to comply, report rare incidents, 

work safely with cloud tools, and increase the strength of the human firewall, which is highly susceptible to risks and is 

usually more vulnerable than modern technologies. 

 

2 Research hypothesis & model 

2.1 Influence of big data technological capabilities 

RBV believes that companies achieve a competitive advantage through valuable and scarce resources (Barney, 1991). 

BDTC, as a tangible technological resource, can be a source of such benefits (Shamim et al., 2021). Furthermore, 

sociotechnical systems theory emphasizes that technical systems (the "technical" subsystem) inevitably interact with and shape 

the social structures and practices of an organization (the "social" subsystem). 
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While BDTC is often studied for its operational benefits, its role as a shaper of organizational norms is underexplored. A 

core tenet of socio-technical systems theory is that technology is not neutral; it imposes structures that necessitate new forms 

of work, communication, and decision making (Lunde et al., 2019). For instance, the connectivity facet of BDTC requires IT, 

security, and operational departments to collaborate on integrated data flows, thereby actively fostering a culture 

of cooperativeness (Nadkarni et al., 2019). BDTC also entails the application of highly advanced technologies such as data 

storage systems, machine learning software, and big data analytics software that enable organizations to analyze large amounts 

of data (Topcu et al., 2025; Lyu et al., 2022). The implementation of these technologies in an organizational setup may warrant 

a change in OC. Organizational circumstances that embrace BDTC may hence experience an organizational culture change 

towards an environment that emphasizes data-driven decision-making, collaborative work, and an openness to advancing 

technologies. Generally, the application of big data software may transform organizational values, practices, and behaviors, 

hence shifting an organizational culture towards a more digital environment. A recent empirical study among 260 respondents 

of Malaysian hotels validated that BDAC aspects, including technology, make a direct positive impact upon innovation 

capabilities, thereby embedding analysis into the organization’s culture and practices through technology enablers (Aziz et al., 

2024; Naz et al., 2022). BDTC impacts adaptive hospitality cultures during the adoption of the cloud, thereby establishing 

strategic BDMCs (like management and technology integration) to create data-driven environments resulting in service 

innovation and excellence during this pandemic period (Song et al., 2025; Liu et al., 2022; Chen et al., 2022). The very 

presence of a sophisticated data infrastructure signals organizational commitment, legitimizing data-driven decisions and 

cultivating a culture of consistency and effectiveness. Therefore, we formally hypothesize: 

H1: BDTC have a significant influence on OC. 

The technology BDTC offers enables the enhancement of cloud-based data security by improving Confidentiality, Integrity, 

and Availability (CIA). When networks are advanced, security-related logs and events can be collected from various sources 

(e.g., the cloud, network, applications, and devices) into a single location for enhanced monitoring (Rasool et al., 2025). Because 

of modularity, hotels can easily deploy updated versions of security analytics programs (such as SIEM, UEBA, or IDS/IPS) in 

their cloud environment when new types of threats emerge. With compatibility, these security solutions can integrate with cloud 

providers' security offerings (such as AWS Guard Duty and Azure Security Center) and existing hotel software, forming a 

unified protection layer. Most importantly, BDTC enables the instant monitoring of suspicious events, the identification of 

threats promptly by analyzing large security logs, the triggering of a rapid response to security risks through automation, and the 

prediction of outcomes based on collected data (Shamim et al., 2021). BDTC integrated into an organization's operations 

contributes much toward the improvement of CCDS. This BDTC incorporates real-time analytics, advanced encryption 

protocols, anomaly detection, and automated response systems have helped organizations to get better means of identifying and 

mitigating potential security threats in cloud environments (Pour et al., 2022; Makhloufi et al., 2023). The use of predictive 

capabilities of big data not only improves the security of clouds, but it also keeps organizations ahead of all the risks and 

potential vulnerabilities. The higher the BDTC is, the robust the CCDS will be, hence making it one of the important 

relationships in the context of secure cloud computing. Research papers identify big data tools that support machine learning 

algorithms, which may be used to detect fraudulent patterns in bookings and payments, reinforcing the barriers against data 

breaches within the hospitality industry, where sensitive guest profiles are being managed using cloud platforms (Horng et al., 

2022). A reliable approach to BDTC also facilitates the management of data encryption, access rules, and security updates in 

multi-server cloud systems, thereby directly protecting both data integrity and confidentiality (Nosrati et al., 2024). Thus, the 

BDTC infrastructure at a hotel plays a crucial role in securing its cloud data assets. Thus, we hypothesize a direct path: 

H2: BDTC have a significant direct influence on CCDS. 

 

2.2. Influence of big data personal capabilities 

The Knowledge-Based View (KBV), an extension of the RBV, identifies knowledge as the most strategically 

significant resource. BDPC represents this critical human capital. Organizational Learning Theory further clarifies that for 

knowledge to be impactful; it must be shared and embedded into the organization's routines and culture. 

People with strong BDPC skills help make the organization alive and vibrant. Thanks to their tech abilities, they can 

experiment with and start using new methods in security analysis and threat identification, which helps spark 

innovativeness (Shamim et al., 2021). Because of their business background, they can connect technical problems with 

specific actions for each department (for instance, describing a payment data weakness to the finance team or talking about 

access control with the front desk). This approach enables different groups to work more effectively together by fostering 

understanding and agreement on common objectives (Nadkarni et al., 2019). It also makes the strategy more effective by 

allowing staff to identify exact weaknesses using data and suggest solutions that maximize security investments. Because 

they manage even the most minor details with accuracy, APM supports consistency in everything. Proactive personnel 

search for areas to improve, which leads to a culture of ongoing advancement rather than just compliance. BDPC 

constitutes the human engine that drives the effective use of technological resources. According to the KBV, the knowledge 

and skills of individuals are primary determinants of an organization's ability to perform complex tasks. Employees with 

strong Technology Knowledge are not just operators; they are change agents who can identify opportunities for innovation 

in security analytics, thereby actively promoting an Innovative culture. Their Business Knowledge is equally critical, as it 

allows them to translate technical risks into business-impacting terms, facilitating cooperation between technical and non-

technical units and ensuring security policies are understood and consistently applied (Nadkarni et al., 2019). This 

combination of skills embeds data proficiency into the fabric of the organization, shaping a culture that is 

both Consistent in its processes and Effective in its outcomes (Lunde et al., 2019b). Consequently, we propose: 
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H3. BDPC have a significant influence on OC. 

The direct effect of BDPC on security is a function of applied expertise. While BDTC provides the tools, BDPC 

provides the intelligence to wield them effectively. Technically skilled personnel are required to correctly configure 

complex cloud security settings (IAM roles, encryption keys), write scripts for automated threat response, and accurately 

interpret the outputs of security analytics to distinguish false positives from genuine threats (Gupta & George, 2016). 

The business acumen within BDPC ensures that these technical efforts are strategically directed, prioritizing the 

protection of the most critical assets, such as guest databases and payment systems, thereby making the security posture 

both robust and efficient (Nosrati et al., 2024). This leads to the hypothesis: 

H4. BDPC have a significant influence on CCDS. 

 

2.3 Influence of organizational culture on cloud security  

CCDS in hotels is believed to benefit from OC, characterized by cooperativeness, innovativeness, consistency, and 

effectiveness. Although tools are essential, the effectiveness and regularity with which confidentiality, integrity, and data 

availability are protected rely heavily on the organization's culture. A culture of cooperativeness is paramount for robust 

CCDS. Security does not depend entirely on the IT team; all parts of the organization need to cooperate. As guest data, 

financial information, and IoT data are present across the roles of the staff, everyone is involved in handling sensitive 

material. A culture of cooperation removes organizational barriers, ensures the sharing of security problems, and enables 

people to act quickly by reporting phishing attacks and participating in quick incident response efforts (Nadkarni et al., 

2019). Having departments support one another means a greater understanding and acceptance of security policies, which 

reduces confusion and the likelihood of new vulnerabilities. Innovativeness within the OC drives proactive security 

enhancement. A company with an innovative culture tests various security analytics tools, examines advanced threats using 

big data, and applies the latest security practices in cloud environments. Instead of waiting for problems, innovative hotels 

work to strengthen their systems by using BDTC and BDPC (Shamim et al., 2021). The fact that cyber threats are 

constantly evolving means that this forward approach is crucial. Consistency is the bedrock of reliable CCDS. Ensuring 

that security policies, procedures, and protocols are consistently and accurately applied across all levels and departments is 

the purpose of this dimension (Nosrati et al., 2024). Not adhering to password policies or using the same multiple 

authentication steps across the company provides attackers with easy opportunities to compromise the system. When security 

policies are regularly followed, organizations have fewer vulnerabilities and a robust, comprehensive security framework. 

Finally, by focusing on Effectiveness, organizations verify that their security actions are meaningful and bring results. 

Having an effectiveness-oriented culture means Security initiatives are led by risk assessments and data analysis, which 

allows the best use of time, money, and staff. This approach centers on determining outcomes, such as fewer security 

events, by focusing more on performance results than on simply tracking actions (Rasool et al., 2025).  

The fact that the approach is centered on results means that the security actions taken are effective in protecting cloud 

data. Essentially, having a positive security culture built on these four points turns security into something the whole 

organization supports. It enables employees to monitor data closely, requires robust and up-to-date security systems, and 

focuses on proper protection, which enhances the hotel's defense against a range of cloud-based threats. 

H5: OC has a significant influence on CCDS. 

 

2.4 Organizational culture as a mediator 

Although BDTC and BDPC make essential contributions to CCDS in technology and human expertise, respectively, the 

way they help is largely guided and enhanced by OC. The mediation hypothesis posits that OC provides the essential 

environment that enables technology and people to develop successful security practices (Alsheikh et al., 2018). A 

synthesis of relevant studies supports this mediating role. Due to its BDTC (connectivity, modularity, and compatibility), 

sophisticated cloud environments can implement top-level security monitoring and threat detection (Nadkarni et al., 2019). 

However, this opportunity will not arise unless there is a culture that supports its use for security purposes. An innovative 

OC seeks ways to leverage new technology in security, such as linked data streams, which can be used to monitor unusual 

activity in real time. Using the effectiveness of BDTC helps make sure efforts contribute mainly to key security outcomes. 

If there is no common cultural understanding, BDTC may not be utilized effectively, leading to misconfiguration or 

inconsistent use, which in turn weakens its primary protective effects (H2) and renders capabilities ineffective. As a result, 

OC determines how BDTC is utilized for security purposes (Shamim et al., 2021). 

While BDTC provides the techno-platform foundation for cloud security, it is the organization's culture that will define 

how these technologies will be put into practice. A strong organizational culture concerning security and integrity of data 

can enhance the BDTC to lead to a highly improved cloud security outcome. Organizational culture acts as a mediator of 

the BDTC and CCDS association through the channeling of such advanced tools as analytics platforms and scalable 

infrastructure into appropriate security practices through supportive norms, having priority on innovation, data sharing, and 

awareness of risk in hospitality (Horani et al., 2025; Leso et al., 2022). Recent findings based on recent studies of 183 firms 

using PLS-SEM demonstrate that digital and adhocratic cultures facilitate a vital mediation role in linking the antecedents 

of BDAC to the secure deployment of analytics by developing an enabling environment where technological investments 

translate into privacy-compliant processes (Orero-Blat et al., 2024). Such mediation has intensified the concept of 

hospitality, whereby data-driven OC helps hotels leverage BDTC in real-time threat monitoring and encryption during 

cloud migration, as evidenced in five-star hotels in Turkey, where digital transformation mediates BDAC to innovation 

outcomes (Demir et al., 2025). Empirical models in emerging markets in turn continue to validate the indirect effects of OC 
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in magnifying the strategic effects of BDTC on protective measures such as anomaly detection in the flow of customer 

data. This is a copyright-free work, and upon completion, this publication can be cited and even distributed freely (Arshad 

et al., 2022; Leso et al., 2022). Hence, the hypothesis is as: 

H6a: OC has a significant mediating effect on the relationship between BDTC and CCDS. 

Similarly, BDPC represents hidden expertise. OC is the enabling environment that determines whether this expertise 

is isolated or utilized throughout the organization. A collaborative culture enables data professionals to effectively 

communicate risks and solutions. A consistent culture ensures that the processes they design are universally adopted. 

Employees possessing superior skills regarding data capabilities can also help to enhance the data security and cloud 

storage, whereas the impact of these skills may differ depending upon the organizational culture.  

Perspectives of the employees concerning the security of the data will help to capitalize on the capabilities of the 

employees to overcome the challenges in the clouds (Mosqueda, 2023; Ebert et al. , 2021). Research validates the 

mediating role of organizational culture on big data work and decision-making, including storage, analytics, and data 

visualizations, and by extension, within cloud security, as a stimulating culture fosters qualified IT per sonnel to devise 

effective security measures such as access controls and encryption techniques (Horani et al., 2025; Orero -Blat et al., 

2024). The Egyptian hospitality industry contexts validate the role of organizational cultures, where skilled personnel 

can have a greater impact on high data security, as adhocratic and digital cultures can effectively integrate personnel 

capabilities to support analytics security within growing tourist data (Li & Zhang, 2025).  

An effective culture values and rewards their contribution to safety results. In the absence of such a culture, even 

highly skilled individuals may face resistance, covert operations, and lack of support, which greatly limits their impact 

on the overall security of the organization (Almeida et al., 2024; Wang et al., 2020). Therefore: 

H6b: OC has a significant mediating effect on the relationship between BDPC and CCDS. 

 

 

Figure 1. Theoretical framework and research hypotheses 

                           

METHODOLOGY 

1 Sampling procedure 

To determine the study population, this research focused on the Egyptian hotel sector, particularly midscale and upscale 

hotels operating in Cairo and Sharm El-Sheikh, which are the regions known for their significance in Egypt's hospitality and 

tourism industry, and currently employ the use of cloud information systems. A purposive sampling technique was employed 

to identify hotels utilized in order to guarantee that the surveyed individuals had decision-making capacities in the areas of 

Information Technology or information security. The list of the targeted hotels was taken from official membership rosters of 

the Egyptian Hotel Association (EHA) (Stephens, 2023). The key respondents targeted were IT managers, data analysts, and 

departmental directors. These individuals were selected based on their strategic roles in technology management, OC 

development, and data security practices—core themes of this research. From March to June 2025, data were collected using a 

structured questionnaire administered both physically and electronically, depending on the respondent's accessibility and 

preference. A total of 300 questionnaires were distributed across the selected hotels. With follow-up efforts and managerial 
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cooperation, 215 valid (135 were from Cairo and the rest from Sharm El-Sheikh) and complete responses were received by the 

data collection cut-off date, yielding a response rate of approximately 72%. All respondents participated voluntarily and 

provided informed consent. Ethical guidelines regarding anonymity and confidentiality were strictly followed. Although we 

did not claim representativeness of the Egyptian hotel sector in general, the existing sample can sufficiently represent the 

segment of the organization under which cloud data security risks lie, which corresponds with our research goals. The survey 

was conducted in English, the predominant business language used in multinational and upscale hotel chains operating in 

Egypt. Clarification was provided when necessary to ensure accurate comprehension of the items. 

The Egyptian hotel sector was selected due to its dynamic and technology-driven environment, offering a relevant context 

for investigating BDA, OC, and CCDS. However, the findings may reflect specific contextual characteristics unique to Egypt; 

therefore, future studies are encouraged to validate the results in different geographical or industry settings. 

The sample size of 215 was evaluated for sufficiency for Partial Least Squares Structural Equation Modeling (PLS-

SEM). A common heuristic for minimum sample size in PLS-SEM is the '10-times rule' (Elnagar & Aljuwaiber, 2026; 

Hair et al., 2019, 2017; Zaki & Elnagar, 2025). It is critical to note that this rule refers to the larger of two criteria: (1) 

ten times the largest number of formative indicators for any single construct, or (2) ten times the largest number 

of structural paths directed at any latent variable in the structural model. This study uses reflective indicators, so the first 

criterion is not applicable. We must apply the second criterion. In the proposed structural model (Figure 1), the construct 

OC is predicted by two paths (from BDTC and BDPC), and CCDS is predicted by three paths (from BDTC, BDPC, and 

OC). Therefore, the maximum number of paths pointing at any construct is three. Applying the 10 -times rule yields an 

absolute minimum sample size of 10 * 3 = 30. While the sample of 215 is vastly larger than this heuristic minimum, a 

more robust approach is a power analysis. Using G*Power software (Faul et al., 2009) for a linear multiple regression 

test with three predictors, an effect size f² of 0.15 (medium), an alpha of 0.05, and a power of 0.80, the recommended 

minimum sample size is 77. Our final sample of 215 far exceeds this requirement, providing strong assurance of the 

statistical power for the PLS-SEM analysis conducted in this study. The demographic profile of the 215 respondents 

revealed that 73.5% were male and 26.5% were female, indicating a male-dominated respondent pool. In terms of age 

distribution, the majority (58.6%) were aged 35 years or below, followed by 34.4% between 36 and 45 years, suggesting a 

predominantly young workforce in the sampled hotels. Regarding education, 42.3% held an intermediate qualification, 

while 22.3% had completed university degrees, and another 22.3% possessed a master’s or Ph.D. qualification, reflecting a 

relatively educated sample. Concerning professional experience, 41.4% had 5 years or less, and 37.7% had between 5 to 10 

years, highlighting that most respondents were in the early to mid-stages of their careers. 

 

2 Measurement items 

Following an extensive literature review, this study adopted and adapted established measurement scales to align with 

the study's conceptual framework and research objectives. The scale for BDA was adapted from Anwar et al. (2018), which 

distinguishes between technological and personal capabilities. The technological capabilities dimension included three 

subdimensions: Connectivity (CONN1 to CONN4), Computability (COM1 to COM4), and Modularity (MOD1 to MOD4), 

each measured using four items. The personal capabilities dimension comprised Technology Knowledge (TK1 to TK4), 

Technology Management Knowledge (TMK1 to TMK4), and Business Knowledge (BK1 to BK4), also with four items per 

subdimension. All items were adapted to reflect the organizational context under investigation and pre-tested for clarity and 

relevance. The OC scale was adapted from Ernest Chang & Lin (2007), capturing four key cultural dimensions essential for 

managing information effectively. The construct included Cooperativeness (COOP1 to COOP8), Innovativeness (INN1 to 

INN6), Consistency (CONS1 to CONS6), and Effectiveness (EFF1 to EFF6). Academic experts in organizational behavior 

reviewed these items to ensure cultural and contextual appropriateness before field administration.  

To measure CCDS, this study adopted the scale developed by Wang et al. (2020), which captures security affordances 

from a cloud management perspective. The three subdimensions—Confidentiality (CONF1 to CONF5), Integrity (INT1 to 

INT5), and Availability (AVA1 to AVA3)—were each operationalized with three to five items. The items were slightly 

revised to align with the broader scope of enterprise-level cloud deployments and subsequently verified through expert 

validation and a pilot study. All survey items were measured using a 7-point Likert scale ranging from 1 ("Strongly 

Disagree") to 7 ("Strongly Agree"). Pre-testing involved 10 subject matter experts and 15 professionals from the target 

population to assess the clarity and relevance of the items. The final instrument demonstrated strong content validity and 

internal consistency, confirmed through Cronbach's alpha and confirmatory factor analysis. 

 

FINDINGS 

1. Measurement model analysis 

In the two-stage structural equation modeling (SEM) procedure, both the measurement model and the structural 

model were evaluated. The analysis was conducted using SmartPLS version 4 (Ringle et al., 2024; Khalifa et al., 2025; 

Zaki & Elnagar, 2025). To assess the reliability and convergent validity of the constructs in the measurement model, 

several criteria were examined, including factor loadings, Cronbach's alpha (), composite reliability (CR), and average 

variance extracted (AVE). As recommended by Hair et al. (2019) and Iriqat et al. (2025), all Cronbach's alpha () and 

CR values exceeded the threshold of 0.70, indicating satisfactory internal consistency reliability. Additionally, factor 

loadings for all items were above the acceptable level of 0.70, and all AVE values were greater than the recommended 

minimum of 0.50, confirming convergent validity. Therefore, the constructs used in the study demonstrated strong 

reliability and convergent validity, justifying their inclusion in the structural model (Table 1). 
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Table 1. Construct reliability and validity (Notes: All factor loadings were standardized and were  

significant at the 0.001 level; AVE = average variance extracted; CR = composite reliability;  = Cronbach’s alpha) 
 

Latent 
Variable 

Items 
Factor 

Loading 
, CR, 
AVE 

Connectivity 
(CONN) 

CONN1: As Compared to rivals within our industry, our organization has the foremost available 
analytics systems. 

0.927 

0.959, 
0.970, 
0.891 

CONN2: All remote, branch, and mobile office are connected to the central office for analytics. 0.954 

CONN3: Our organization utilizes open system network mechanisms to boost analytics 
connectivity. 

0.946 

CONN4: There are no identifiable communication bottlenecks within our organization when 
sharing analytics insights. 

0.948 

Computability 
(COM) 

COM1: Software applications can be easily transported and used across multiple analytics platforms. 0.957 

0.957, 
0.969, 
0.886 

COM2: Our user interfaces provide transparent access to all platforms and applications. 0.927 

COM3: Analytics-driven information is shared seamlessly across our organization, regardless of the 
location. 

0.934 

COM4: Our organization provides multiple analytics interfaces or entry points for external lend users. 0.946 

Modularity 
(MOD) 

MOD1: Reusable software modules are widely used in new analytics model development. 0.952 

0.955, 
0.967, 
0.880 

MOD2: End-users utilize object-oriented tools to create their own analytics applications. 0.937 

MOD3: Object-oriented technologies are utilized to minimize the development time for new 
analytics applications. 

0.941 

MOD4: Applications can be adapted to meet a variety of needs during analytics tasks. 0.922 

Technology 
Knowledge 

(TK) 

TK1: Our analytics personnel are very capable in terms of programming skills. 0.940 

0.938, 
0.956, 
0.844 

TK2: Our analytics personnel are very capable in terms of managing project lifecycles. 0.919 

TK3: Our analytics personnel are very capable in the areas of data and network management and 
maintenance. 

0.915 

TK4: Our analytics personnel create very capable decision support systems driven by analytics. 0.901 

Technology 
Management 
Knowledge 

(TMK) 
 

TMK1: Our analytics personnel show superior understanding of technological trends. 0.923 

0.931, 
0.951, 
0.828 

TMK2: Our analytics personnel show superior ability to learn new technologies. 0.922 

TMK3: Our analytics personnel are very knowledgeable about the critical factors for the success of 
our organization. 

0.893 

TMK4: We are very knowledgeable about the role of BDA as a means, not an end. 0.901 

Business 
Knowledge 

(BK) 

BK1: Our analytics personnel understand our organization’s policies and plans at a very high level. 0.938 
0.946, 
0.961, 
0.861 

BK2: We are very capable in interpreting business problems and developing proper technical solutions. 0.925 

BK3: Our analytics personnel are very knowledgeable about business functions. 0.919 

BK4: Our analytics personnel are very knowledgeable about the business environment. 0.930 

Cooperativeness 
(COOP) 

 

COOP1: Managers empower their staff. 0.899 

0.971, 
0.975, 
0.832 

COOP2: Managers treat all staff as their big family members. 0.907 

COOP3: Employees are loyal and trust one another. 0.931 

COOP4: Your company encourages employees to actively participate all company activities and events. 0.917 

COOP5: Employees are devoted to protecting their organization. 0.939 

COOP6: Employees are trusted by their managers and can participate in the decision-making process. 0.902 

COOP7: It is very harmonious amongst employees, and your company is treated like a big family. 0.894 

COOP8: Your company pays attention to human resource development, employees’ morale, and teamwork. 0.906 

Innovativeness 
(INN) 

INN1: Managers have courage to make innovation and take risk. 0.912 

0.961, 
0.968, 
0.836 

INN2: Managers actively lead the staff to grow and innovate. 0.909 

INN3: Managers have vision and insights to create new business opportunities. 0.914 

INN4: Employees always must face challenges, and they can learn and grow from the challenges. 0.917 

INN5: Your company pays attention to the uniqueness of employees and encourages the innovation 
from employees. 

0.913 

INN6: Your company is willing to take risks, and it is indeed an ambitious and energetic organization. 0.922 

Consistency 
(CONS) 

CONS1: Managers set up clear goals and demand employees to carry out the goals strictly. 0.910 

0.965, 
0.972, 
0.852 

CONS2: Your company always has formal and strict rules for employees to follow. 0.912 

CONS3: The operation of your company emphasizes stability and conservative culture. It does not 

allow any confusion. 
0.922 

CONS4: Your company pays attention to efficiency and performance for achieving the goals. 0.917 

CONS5: Your company is stable and offers job security to employees. 0.945 

CONS6: Your company is a systematic organization where each employee has clear duty, and its 

operations are well defined with clear rules to follow. 
0.930 

Effectiveness 
(EFF) 

EFF1: Managers emphasize working efficiency and acts effectively. 0.918 

0.970, 
0.976, 
0.869 

EFF2: Managers pay attention to achieve good work performance and reach the goal, regardless of 

personal feelings. 
0.948 

EFF3: The critical success factor of your company is its good productivity. 0.938 

EFF4: Your company pays attention to work efficiency. Every department and employee must 

compete with its peer for better efficiency. 
0.926 

EFF5: Your company pays attention to maintaining its competition advantages. 0.924 

EFF6: Your company pays attention to employees in terms of increasing their efficiency and 

pursuing their accomplishment. 
0.939 
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Confidentiality 
(CONF) 

CONF1: Your company enforces security controls (such as the cryptographic system) to protect 
sensitive information and proprietary/business secrets. 

0.935 

0.966, 
0.973, 
0.879 

CONF2: Unauthorized employees are prohibited from accessing company’s information resources. 0.919 

CONF3: Employees must follow company policy and regulations when releasing or transmitting information. 0.950 

CONF4: Your company has well implemented security practices to protect important information 
from stolen by malicious intrusions (such as break-in, Trojans, and spy-wares). 

0.951 

CONF5: Information security measures are implemented in your company to prevent sensitive 
information from unauthorized disclosure. 

0.934 

Integrity (INT) 

INT1: Your company constantly updates information resources and regularly creates information backups. 0.930 

0.966, 
0.974, 
0.881 

INT2: Your company regularly conducts risk assessment and updates security plans to reduce the 
probability of loss of information. 

0.931 

INT3: When acquiring important information from the information sources or business partners, 
employees will store it into the company’s database. 

0.956 

INT4: Your company has security controls (such as change management procedures) in place to 
prevent unauthorized information changes (creation, alternation, and deletion). 

0.929 

INT5: The database is periodically reconciled and regularly maintained in your company to 
increase the accuracy and reliability of information. 

0.948 

Availability 
(AVA) 

AVA1: Your company pays attention to lower down the probability of information system 
breakdown and information service disruption. 

0.922 
0.924, 
0.952, 
0.868 

AVA2: There are well established information access control procedures in your company, to make sure 
that for any information resource only authenticated users with right privileges can access such resource. 

0.947 

AVA3: A legitimate user with business needs can access company information at any time and at anyplace. 0.926 

 

A discriminant validity investigation was conducted using both the Fornell-Larcker criterion and the heterotrait-monotrait 

ratio (HTMT). According to Fornell & Larcker (1981), discriminant validity is established when the square root of each 

construct's AVE is greater than its correlations with other constructs. The results supported this condition, as all diagonal 

values (square roots of AVEs) exceeded the inter-construct correlations. Additionally, HTMT values for all construct pairs 

were found to be below the conservative threshold of 0.85 (Elnagar et al., 2026; Henseler et al., 2015; Khalifa et al., 2025), 

further confirming the distinctiveness of the constructs. Together, (Table 2) these findings demonstrate that discriminant 

validity was adequately established in the measurement model. 
 

Table 2. Discriminant validity 
 

HTMT 1 2 3 4 5 6 7 8 9 10 11 12 13 

Availability 
             

Business Knowledge 0.787 
            

Computability 0.844 0.755 
           

Connectivity 0.782 0.780 0.804 
          

Confidentiality 0.887 0.803 0.807 0.741 
         

Consistency 0.865 0.802 0.788 0.796 0.798 
        

Cooperativeness 0.747 0.724 0.743 0.797 0.745 0.763 
       

Effectiveness 0.821 0.826 0.753 0.784 0.799 0.784 0.750 
      

Innovativeness 0.809 0.820 0.777 0.791 0.802 0.771 0.762 0.799 
     

Integrity 0.862 0.802 0.845 0.755 0.845 0.773 0.660 0.791 0.754 
    

 Modularity 0.823 0.778 0.826 0.830 0.815 0.760 0.753 0.829 0.785 0.788 
   

Technology Knowledge 0.815 0.776 0.809 0.821 0.804 0.771 0.709 0.749 0.768 0.819 0.766 
  

Technology Management Knowledge 0.807 0.782 0.812 0.761 0.802 0.783 0.771 0.768 0.746 0.781 0.762 0.829 
 

Fornell-Larcker 1 2 3 4 5 6 7 8 9 10 11 12 13 

Availability 0.932 
            

Business Knowledge 0.736 0.928 
           

Computability 0.793 0.720 0.941 
          

Connectivity 0.736 0.744 0.770 0.944 
         

Confidentiality 0.838 0.769 0.776 0.714 0.938 
        

Consistency 0.817 0.766 0.758 0.766 0.771 0.923 
       

Cooperativeness 0.708 0.695 0.716 0.769 0.722 0.739 0.912 
      

Effectiveness 0.777 0.791 0.726 0.757 0.773 0.759 0.729 0.932 
     

Innovativeness 0.763 0.782 0.745 0.760 0.773 0.743 0.736 0.771 0.915 
    

Integrity 0.815 0.768 0.813 0.727 0.817 0.747 0.640 0.766 0.727 0.939 
   

Modularity 0.773 0.740 0.790 0.795 0.782 0.729 0.725 0.798 0.752 0.758 0.938 
  

Technology Knowledge 0.759 0.732 0.767 0.779 0.766 0.734 0.677 0.715 0.730 0.780 0.726 0.919 
 

Technology Management Knowledge 0.748 0.735 0.767 0.719 0.762 0.742 0.733 0.730 0.706 0.741 0.719 0.775 0.910 

 

2. Structural Model Analysis 

The structural model was assessed using Partial Least Squares Structural Equation Modeling (PLS-SEM) in SmartPLS. The 

model's explanatory power was evaluated using the R-squared (R²) value. The results revealed a substantial amount of variance 

explained in both the endogenous constructs, with CCDS (R² = 0.834) and OC (R² = 0.828). These values indicate that the 

model explains 83.4% of the variance in CCDS and 82.8% in OC, which are considered high according to thresholds suggested 

by Elnagar et al. (2025) and Hair et al. (2019). Figure 2 and Table 3 present the results of the direct path relationships. All 
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hypothesized paths or direct effects (H1 to H5) were statistically significant at 1% level of significance, indicating strong 

support for the proposed relationships. Specifically, BDPC had the most substantial direct effect on OC (β = 0.659, t = 16.163, p 

< .001), followed by BDPC on cloud computing data security (CCDS) (β = 0.449, t = 6.053, p < .001). Hence, although five 

straightforward hypotheses were accepted but two (H3 and H4) were strongly influenced. Two mediation analyses were 

conducted to examine whether organizational culture mediates the relationship between independent and dependent constructs.  
 

 
Figure 2. Measurement model diagram  (Notes: Big Data Technological Capabilities (BDTC), Big Data Personal Capabilities (BDPC) 

Organizational Culture (OC), Cloud Computing Data Security (CCDS), Availability (AVA), Business Knowledge (BK), Computability 

(COM), Connectivity (CONN), Confidentiality (CONF), Consistency (CONS), Cooperativeness (COOP), Effectiveness (EFF), 

Innovativeness (INN), Integrity (INT), Modularity (MOD), Technology Knowledge (TK), Technology Management Knowledge (TMK) 
 

As shown in Figure 2 and Table 3, both indirect effects were significant at p < .001, confirming the mediating role of 

OC in the relationships between BDTC and CCDS (H6a) and BDPC and CCDS (H6b).  
 

Table 3. Results of the structural model 
 

Direct paths Beta T statistics P values Supported? 

H1. BDTC -> OC 0.293 6.869 0.000 Yes 

H2. BDTC -> CCDS 0.187 3.784 0.000 Yes 

H3. BDPC -> OC 0.659 16.163 0.000 Yes 

H4. BDPC -> CCDS 0.449 6.053 0.000 Yes 

H5. OC -> CCDS 0.325 3.934 0.000 Yes 

Indirect paths 

H6a. BDTC -> OC -> CCDS 0.095 3.509 0.000 Yes 

H6b. BDPC -> OC -> CCDS 0.214 3.740 0.000 Yes 

 

DISCUSSION 

The adoption of big data has become an emerging aspect of digital transformation in the hospitality and tourism 

sectors. In the twenty-first century, cloud technologies are ideal for enhancing management and customer expectations 

in the hospitality sector, as they can boost security, privacy, and management effectiveness (Busulwa et al., 2025; 

Wiboonrat, 2014). Our study aims to demonstrate the effect of big data personal and technological capabilities on OC 

and CCDS (H1, H2, H3, H4), as well as the effect of OC on CCDS (H5) in Egyptian hotels. The study formulates 

several hypotheses, which also include the OC as a mediator. The study supports all hypotheses, specifically the direct 

influence of BDC on OC and the mediating effect of OC on the relationship between BDC and CCDS (H6a, H6b).  

The personal and technological capabilities of big data have a significant positive effect on OC in Egyptian hotels (H1, 
H3). Previous research has indicated that organizational preparedness and a competitive environment encourage the use of big 
data analytics, which in turn raises business profitability by strengthening the foundations of the hotel sector's reputation and 
performance (Carneiro et al., 2023; Yallop & Seraphin, 2020). BDPC is a cumulative factor of several personnel skills in 
multi-factor authentication, SIEM solutions, and role-sensitive access on cloud PMS, and the analysis of big data output by 
trained analysts to close vulnerabilities in IoT room controls (Bala & Gnanavel, 2025). Hotel IT administrators use BDPC to 
parameterize encryption algorithms (AES-256) and perform simulation tasks, which can also reduce the plausible rate of 
malware threats (Li & Zhang, 2025). On the other side, BDTC is deployed with ML-based algorithms in cloud computing to 
detect fraudulent activities in the CCTV footage, access logs, and booking system records in order to reduce the time (Ilha, 
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2022). The relationship between OC and big data capabilities in the travel and hospitality sector has not been explicitly stated 
in earlier studies. Our study fills this gap by suggesting that both big data personal and technological capabilities have a 
significant influence on OC. In the tourism industry, leveraging big data effectively is closely tied to revenue optimization. 
Hotel administrators can enhance decision-making processes within their organizations by utilizing big data analytics (Yallop 
& Seraphin, 2020). The culture within an organization plays a vital role in effectively leveraging big data analytics (Lunde et 
al., 2019b). Administrators need to promote a data-driven culture and integrate data to make informed decisions that enhance 
the organization's capabilities (Shamim et al., 2021). Prior studies indicated that the outcome of big data analytics within 
service-based sectors relies heavily on both technological and personal capabilities (Carneiro et al., 2023; Wamba et al., 
2017). Notably, the findings show that the BDPC has the greatest influence on OC, which confirms that human capability 
plays a fundamental role in influencing the collective values and norm systems in data usage.  

In this way, it can be argued that the analytical capability of employees plays a crucial role in promoting a data security 
culture in the cloud computing environment as a result of their data handling expertise and security knowledge. Contrary to 
expectations that suggested otherwise, our results show that BDPC makes a contribution towards the data security aspect of 
cloud computing indirectly through the promotion of a data security-oriented culture within organizations as a means of 
improving their business development and analysis capabilities. Research on the Malaysian hospitality sector has shown that 
data-driven skills and organizational culture in IT sector are crucial factors in enhancing BDAC (Aziz et al., 2024). These 
capabilities also affect hotels' ability to develop innovative features that enhance management and service.  

BDTC and BDPC have a significant influence on CCDS in Egyptian hotels (H2, H4). Data management and ethics in the 
tourism sector suggest that for organizations to leverage data for a competitive edge, they must enhance regulatory 
frameworks to incorporate more robust privacy and ethical data solutions (Yallop & Seraphin, 2020). The potential for a 
revolutionary shift toward a new era of organizational design and industry-optimized decision-making is demonstrated by the 
broad applications of the Internet of Things in the hotel sector, alongside its interaction with big data (Nadkarni et al., 2019). 
Although big data can be considered advantageous for the hospitality and tourism sectors, it is associated with widespread 
ethical, privacy, and security issues. To effectively manage the tourism sector, it is essential to build and uphold customer trust 
while adhering to principles that strengthen the organization's reputation. Data security in cloud computing is crucial in this 
situation. Tourism and hospitality organizations must prioritize understanding consumer behavior while safeguarding privacy, 
ensuring that both goals are equally valued (Blakesley & Yallop, 2019; Yallop & Seraphin, 2020).  

Our study demonstrates that OC has a significant influence on CCDS (H5). Security-conscious culture in an organization 
inspires its members to comply with security measures, practice safe data management, and stay cautious about cyber threats. 
In the hotel industry, where cloud technology is largely employed for operations such as customer reservations, data 
management, and payments, the role of employee behavior and awareness cannot be overlooked in offsetting potential cloud 
security threats associated with such technology. From a theoretical viewpoint, the result is supportive of socio-technical 
systems theory because it validates that the results of technology are contingent on the congruence of technology and social 
structures. It further validates the former studies on the scope of information security that organizational culture does shape the 
domain of security compliance, risk assessment, and decision-making. OC is identified as the enabling environment that 
converts cloud security tools and security policies into an immutable culture of CCDS. 

Strong organizational cultures are more likely to get widespread support, while data-driven cultures facilitate the 
utilization of business analytics. A previous study focusing on information value chain theory demonstrated the 
significance of a data-driven culture as crucial for managing CCDS through business analytics (Wang et al., 2020). To 
enhance data security, earlier research has emphasized the importance of aligning data capabilities with an organization's 
values and standards (Sun et al., 2020; Yallop et al., 2023). Our study demonstrates that OC has a significant mediating 
effect on the relationship between both BDTC and personal capabilities and CCDS (H6a, H6b). A prior study revealed 
that the association between cloud computing data security decision-making and business analytics affordances is 
positively mediated by a data-driven culture and IT-based business integrity (Wang et al., 2020). Another survey of 
business firms found that the association between business performance and big data analyt ics capabilities is mediated 
by OC, indicating how culture can be leveraged to optimize technology outcomes (Upadhyay & Kumar, 2020). BDPC is 
stronger than BDTC via OC for some causal reasons. As human resource skills in data analysis and threat understanding 
cultivate cultural values such as sharing knowledge, it permeates hotel operations to incorporate security procedures. This 
is consistent with the idea of RBV Theory, where human capital complements physical capital in a dynamic hospitality 
environment (Horani et al., 2025). In Egyptian hotels, IT managers' BDPC-driven mediation by means of their competence 
is reflected in tailored cloud settings, such as dynamic IAM policies, outperforming purely technological implementations, 
where cultural acceptance is needed for their effectiveness. Empirical evidence suggests human factors account for extra 
additional variance in security achieved by innovative OC (Arshad et al., 2024; Orero-Blat et al., 2024). 

 

 Implications 

1 Practical implications 

Our study provides several important recommendations for hotel managers, IT managers and cybersecurity professionals 

in the Egyptian hospitality sector on how to strategically leverage BDA to strengthen CCDS. Firstly, we suggest that 

investments in big data analysis should be holistic, targeting both technical infrastructure and human capital. The findings 

indicate that although BDTC is important, BDPC has a greater impact on the design of safety-oriented OC. Therefore, hotel 

managers should not only allocate budgets to advanced analytics platforms and cloud security tools, but also prioritize the 

recruitment, training and retention of data-savvy personnel. Investing in continued skills development in areas such as 

computer programming, cloud security principles and business analytics ensures that the workforce has the expertise needed to 
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properly configure systems, accurately interpret security alerts and translate technical risks into actionable business terms 

(Gupta & George, 2016; Nadkarni et al., 2019). Second, our results underscore that OC is not a peripheral concern but the 

central mechanism for achieving robust security. Managers must actively cultivate a culture characterized by cooperativeness, 

innovativeness, consistency, and effectiveness to bridge the gap between technological potential and security outcomes.  

This involves breaking down departmental silos to foster collaboration between IT, security, and operational teams, 

enabling rapid threat information sharing and coordinated incident response. Leaders should incentivize innovative uses of 

BDA for proactive threat hunting and reward consistent adherence to security protocols. By embedding these cultural values, 

managers can transform security from a mere IT function into a shared organizational responsibility, thereby strengthening the 

human firewall against cyber threats (Ernest Chang & Lin, 2007; Wang et al., 2020). Third, our study shows that cloud CCDS 

is a strategic outcome that can be achieved by aligning big data capabilities with a supportive culture. Therefore, hotel 

managers should integrate their BDA and cybersecurity strategies. This means that decisions regarding new analytics software 

or cloud services should be evaluated not only for their operational benefits, but also for their compatibility with the existing 

IT ecosystem and their potential to improve security monitoring (for example, through improved connectivity and modularity).  

In addition, security objectives should be clearly communicated and woven into performance management systems to 

ensure that all employees, from front desk staff to management, understand their role in protecting guest data. Such strategic 

alignment ensures that investments in technology and people are directly aimed at mitigating cloud-related risks, protecting the 

hotel's reputation and ensuring compliance with evolving regulations such as Egypt's Personal Data Protection Law.  

In conclusion, our study provides a clear actionable framework for practitioners: To build a resilient cloud security posture, 

Egyptian hotels need to invest strategically in both technology and people, and intentionally foster an OC that enables 

effective translation of these capabilities into concrete security performance. 

 

2 Theoretical implications 
The results of our study offer three primary implications for advancing management and information systems theory. 

First, this study significantly contributes to and extends the RBV (Barney, 1991) and the DCT (Iriqat et al., 2025; Teece et al., 

1997) by integrating them with perspectives from information systems, human resource management, and organizational 

behavior. While the RBV posits that valuable and rare resources are the source of competitive advantage, our findings 

demonstrate that BDTC and BDPC represent such critical technological and human resources, respectively. We advance this 

view by showing that these resources alone are not sufficient; their true value in achieving superior security outcomes (CCDS) 

is unlocked through the mediating mechanism of OC. This aligns with and extends the DCT, which emphasizes a firm's ability 

to integrate, build, and reconfigure resources. Our study illustrates that OC is the fundamental dynamic capability that allows 

firms to absorb and effectively reconfigure their BDTC and BDPC to fortify their security posture in a rapidly evolving digital 

threat landscape (Lunde et al., 2019b; Shamim et al., 2021). Second, our research clarifies the important mediating role of OC 

in the relationship between technical/human resources and safety performance. Previous literature has often treated 

technology, people and culture in isolation or been vague about their interactions. Our findings definitively establish OC not as 

a mere precursor or mediator, but as the central mediating mechanism by which BDTC and BDPC are translated into robust 

CCDS. We propose that a culture characterized by collaboration, innovation, continuity and efficiency functions as the 

essential "social fabric" that determines whether technological tools and human expertise are fully utilized or underutilized 

(Wang et al., 2020). This provides a more nuanced understanding than direct effect models, which show how and why 

investments in big data analysis ultimately lead to increased data security. Third, we establish an important link between 

human capital and technology deployment in the cybersecurity sector. By decomposing big data capabilities into technical 

(BDTC) and personal (BDPC) dimensions, and demonstrating that BDPC had the strongest direct impact on shaping OC, our 

study emphasizes that human expertise is the primary engine for enabling a security-oriented culture.  

This finding resonates with RBV's extension, the knowledge-based view (KBV), which emphasizes that employees' 

knowledge, skills and professional insight are the most strategic resources for dealing with complex security challenges. It is 

human capital that fosters an innovative and collaborative environment, ensuring that technological capabilities are effectively 

targeted to protect critical assets (Gupta & George, 2016; Nadkarni et al., 2019). 

 

CONCLUSIONS 

Limitations and scope for further research 

While this study provides valuable insights, it is not without limitations, which also offer opportunities for future research. 

First, this research was conducted in the specific context of the Egyptian hotel sector, focusing on mid- and high-end hotels in 

key tourist areas. This geographic and region-specific focus may limit the generalizability of our findings to other countries 

with different technological infrastructure, regulatory environments, or cultural norms. Therefore, we recommend that future 

studies replicate and validate our conceptual model in other geographical settings, such as in other countries in the Middle East 

and North Africa (MENA), or in different sub-sectors of hospitality, such as restaurants or travel agencies, to increase the 

external validity of the findings. Second, our study focused on the mediating role of OC, but did not examine potential 

moderating variables that might strengthen or weaken the proposed relationships. Factors such as top management support, 

regulatory pressure or a hotel's technical preparedness can significantly influence how big data capabilities are translated into 

security results. We suggest that future research include these variables as moderators to provide a more nuanced 

understanding of the boundary conditions that influence the BDA-CCDS relationship. Third, the data for this study were 

collected at a single point in time using a cross-sectional design. While this allows investigation of relationships, it prevents 

definitive conclusions regarding causation. The dynamic nature of technology, cybersecurity threats, and OC suggests that 
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these relationships are evolving. Therefore, we suggest that future longitudinal studies be conducted to explore how the 

development of BDA abilities and changes in OC affect CCDS over time, thereby establishing stronger causal inferences. 

Finally, our data were collected from management perspectives (IT managers, department directors) within hotels.  

Although these respondents are knowledgeable, their views may not fully illuminate challenges on the ground or safety 

culture as understood by non-executive staff. To provide a more holistic and balanced view of the organizational phenomenon 

under investigation, future research could adopt a multi-source data collection approach, collecting responses from both 

managers and operational staff. In addition, using objective measures of data security performance along with perceptual 

survey data can further strengthen the validity of the findings. To strengthen the transparency of this study, this research was 

potentially affected by gender bias and recommends that future research explore more insights to explore gender dominance or 

diversity in IT leadership as a significant moderator between BDAC, OC, and cloud security outcomes. 
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